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Select — — — >select ( Distinct) ? ColumnList
from Table ( Join) ? ( where Where) ? ( Order) ? ( Union select ( Distinct) ?
Columnlist from Table ( Join) ? (where Where) ? ( Order) ?) ?
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COLUMNVAR | VALUEVAR | ALIASESVAR | METHODVAR) ;
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t1: TABLEVAR,;
vl: VALUEVAR,;
tl =user 12 ;
vl= 09 +;
select ‘id’ from t1 where 4d’ > ol;
t1 “user 127
id
id’ select  from SQL
vl 709 +7
“ i
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(is_show) (id) ( title)
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7 ”SELECT balance FROM

acct WHERE password = TRUE” TRUE

select* from News where type =2 and is_show =1 order
by id ASC;

update News set title = “aa” type =2 where is_show =1 or
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insert into News( id title type is_show) values( 1 “title”

1 1) ; delete from News where id = 1;
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* from News where n. type = °and test. F1 =1 - -~

and is_show = 1" order by id ASC”
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The Intention-Oriented SQL Injection Defense

MAO Chenyu GUO Fan® YE Jihua
( College of Computer Information and Engineering Jiangxi Normal University Nanchang Jiangxi 330022 China)

Abstract: SQL injection attack( SQLIA) is the most serious threat to Web program security while dynamic analysis
may effectively defend SQLIA. An intention-eriented detection approach is proposed to represent all the database op—
erations expected by Web users to intecept the operations before the user submission and drop the unintentional op—
erations. A language named SQLIDL is proposed to express the intention of database operations to transform the
SQL operations into string sets formalized by deterministic finite automata( DFA) . SQLIDL currently implements the
regular expression representation of table names column names values and store procedure names. The prototype
implementation is evaluated on SecuriBench datasets and the results demonstrate all existing SQL attack patterns
can be correctly detected with acceptable run-time overhead.

Key words: SQL injection; dynamic analysis; DFA; attack pattern



