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M\
metadata { M,
metadata; Sig( M; metadata) } .
URI
pko k
pko . :
{ URI; permission; pko; expiration; Sig ( URI; permis—
sion; pko) ; E (k) }. permission
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Procedure Mining(
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Output:
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while(
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N end
(M) . end.
( Di- 2.6.3
gest) | ( sk isser)
(k) 3
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2 N N 3
2
Procedure Issuing( M) 4
Input: M 4
Output: Procedure Sharing( M)
begin Input:
M; Output:
{ Digest; H( M) ; begin
Sig( Digest! H( M) ) } ; ;
URI k;

{ Enc,( DigestIMIH( M) |
Sig( Digest| M| H( M) )) ; Enc( k) } ;
end

2.6.2

3
3
Procedure Storing( M)
Input:
gestIM| H( M) ) ) ; Enc(k)}
Output:

{ Enc,( DigestI MIH( M) |Sig( Di-

begin
Enc( k) k;
k Digest M H( M) .Sig( Digest| M| H

else

end

else

end

{ URI; permission; pko; expiration; Sig( URI; permission; pko) ;
Epko( k) }

end.
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chain to protect personal data C . Security and Privacy

The Utilizing Blockchain-Based Method of the Secure
Storage of Medical Records

MEI Ying
( School of Computer Communication University of China Beijing 100024 China)

Abstract: The security and privacy preserving of medical information records in medical information system has
been addressed. A scheme for secure storage of medical records based on block chain and cloud storage technology
has been proposed. It uses block chain to store public information anonymous identities and access rights of the
medical records and the encrypted real data of the medical records is stored in the off-chain cloud storage structure.
It realizes the control of the patient’s ownership and access permission to the personal medical data and secure stor—
age of sensitive medical data.

Key words: block chain; medical records; secure storage; privacy preserving



