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cast ReCeiVer. ICC Intent 1 <2xml version= “1.0” encoding= “utf-8” 2>
2 <manifest xmlns:android= “http://schemas. android. com/apk/res/android” >
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name: “com. ksu. implicitl”

version:1

used permissions: “android. permission. READ_PHONE_STATE”
used_permission: “android. permission. SEND_SMS”

used permission: “android. permission. ACCESS_WIFI_STATE”
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begin:
for Comlndex =0 to N
ssList = getSourceLinkList( comIndex) ;
for ssIndex = @ to ssList. Size( )
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The ICC-Based Detection Method on Android Malware

GUO Fan' HUANG Shuo' WANG Changjing' TU Fengtao’
(1. College of Computer Information Engineering Jiangxi Normal University Nanchang Jiangxi 330022 China;
2. Yuzhang Normal University Nanchang Jiangxi 330103 China)

Abstract: The detection methods of combining syntax and semantic features can effectively identify Android mal-
ware. An improved static approach with two key-points is presented. Firstly the new approach adds a new semantic
feature called Inter-Component Communication Taint Propagation Path which covers at least two components and is
formally defined as a pair of methods Source and Sink respectively. Moreover the path is further abstracted as a pair
of classes where the methods are defined. Then every new feature is normalized according to the proportion of its to—
tal counts found in different sample sets. At last a model based on SVM is created and used for classification and
detection. The final experimental results show on 295 samples that the accuracy rate and the false positive rate are
much better.

Key words: malware detection; ICC; taint propagation; semantic features ( : )



