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The Generation of Minority Sample Data and Its Application in Abnormal Detection

LU Yijun' > TENG Shaohua'"

(1. College of Computer Guangdong University of Technology Guangzhou Guangdong 510006 China;
2. Guangdong Information Technology Security Evaluation Center Guangzhou Guangdong 510095 China)

Abstract: In the application of unbalanced data the small number of negative samples ( abnormal data) can be an
important reason for low detection rate as in the field of host based intrusion detection the gap of sample size for
majority class and minority class can lead to poor detection result. To solve this problem the deep convolutional gen—
erative adversarial networks( DCGAN) are improved in the paper making it easier to converge and generate more
ideal samples which introduces improved DCGAN to the intrusion detection evaluation data set ADFA-L.D and gen—
erates more abnormal samples to make the data set more balanced. Finally a variety of abnormal detection methods
are used in the paper to observe the effect of this data — balancing method. The result shows that newly generated
abnormal samples can all be detected without missing any detected abnormal sample which leads to higher detec—
tion rate and lower false positive rate. Therefore it is concluded that this data generation method can effectively alle—
viate some data imbalance problems in practice.

Key words: convolutional neural networks; generative adversarial networks; sample generation; host-based intrusion

detection; neural network



