45 3 ( ) Vol. 45 No.3
2021 5 Journal of Jiangxi Normal University( Natural Science) May 2021
: 1000-5862(2021) 03-0285-07
( 510006)
:TP 311 TA DOI: 10. 16357 /j. cnki. issn1000-5862.2021. 03. 10
0 “ ”»
( Deep Neural Network DNN)
( 01 ).
C. Szegedy
1
23 4
1
99.99% °.
67
1.1
8 9
J. Metzen
.D. Hendrycks " “
120200517
( 2020B010166006) (61972102) (
2018 179 2018 1 ) (201903010107 201802030011 201802010026
201802010042 201604046017)
(1964—) N . E-mail: weizhang@

gdut. edu. cn



286

) 2021

1.2
Li Xin

Meng Dongyu

1.3

Xu Weilin
Squeezing)
8 )
Liang Bin "
2
work)
2.1

( Feature

; : MNIST

( Binary Discrimination Net—

D. D

. A. Krizhevsky "

1
1
Layer” (3 ) ( )
Linear( 784 1024)
Conv2D(3 8 4 2 1)
1 LeakyReLU( 0. 2)
LeakyReLU( 0. 2)
Dropout( 0. 3)
Linear( 1024 512)
Conv2D(8 16 4 2 1)
2 LeakyReLU( 0. 2)
LeakyReLU( 0.2)
Dropout( 0. 3)
Linear( 512 256)
Conv2D( 16 32 4 2 1)
3 LeakyReLU( 0. 2)
LeakyReLU( 0.2)
Dropout( 0. 3)
4 Conv2D(32 64 4 2 1) Linear( 256 1)
Sigmoid( ) Sigmoid( )
Linear( 256 32)
LeakyReLU( True)
6 Linear( 32 1)
Sigmoid( )
3 4
Conv2D 2 Linear
LeakyRelu( *)
Sigmoid( ) .4
. LeakyRelu( - )
0
Sigmoid
01 .
MNIST FASHION-MNIST 4
Linear .
LeakyRelu( *) ;
Dropout 0.3  Dropout

2.2



3 287
)
A
B ExF
M x N
Ci=AXBXExXFxMxN . -
R=ExFxAXxB.
Cr=C/R=MxN
Cr
e
(0 0.30
0 0.01 0.30
3 4 0. 05 7
2 0
3
3 2n z, =0,¢; +x; (1)
3>8>16>32>64 s. t. z=cy(z 01) (2)
x; (
)z X
5; @i 2
C = 2.3.1
VxG G V .
Cr = max £, . (log D(x)) + B, (log(1 -
VxG. D(2))) (3)
D X2
D( x) X
4 MNIST  FASHION- D(2) 2
MNIST 28 x28 2n ) D
784 >1 024 >512 >256 > 1.
(3)
Dropout
2.3.2 (3)
2.3 D( x) D( z)
Liang Bin
13 2
.2
2 By )

[2h

B (D(x) P) = —p,(Plog D(x;) +(1-P) -

log( 1-D(x))) (4)
X, D( x;)

P M (4)

D(x).

By, (D2

z))

log( 1 = D( ) (5)



288

( ) 2021
z; Q w; Q (5)
(5) D(Z)-,U«i‘wi
2.4
1
D D( x)
P (4)
B(‘F‘Imr ( )
R 1
!
R A x B S| 71 TRl & D(x) X D(x)BE =ML
WP AR 2 HIAIPIHD D) D (2) ERAT P ™ B,  (Dx,P
X D(z) WE B/ML
HEEFREQ Biy...(D(2), Q)
]
R 1
2.5 3.1
MNIST. FASHION-MNIST ( FMNIST)
i CIFAR40 3
D MNIST . 3
FASHION-MNIST( FMNIST) CIFARH0 . MNIST “0~9”
x 60 000 10 000
D( Binary Discrimination Network) FMNIST MNIST
D( x) 5% 14 ”» (T ” [ ” ‘“
T.  MNIST ” . CIFARH0 10
60 000 D 60 000 RGB 50 000 10 000
3 000( 60 000 x0.05 =3 000)
MNIST LeNet-5 °
X D D( x) FMNIST CNN ' CIFAR-
D( x) T T 10 ResNet ! . Top-
T
2 2
o 2
B EHEG
initins . %u%ngp - /%
= Ta— MNIST LeNet-5 99.21
2 FMNIST CNN 93.08
CIFAR40 ResNet 93.69
3 3.2
FGSM * .
Intel DDN ® .PGD® 3 3
i7-5500U CPU 2.40 GHz 16 GB. BIM ? .JSMA ® .EAD® 3
Windows10 3.7.9 Python .
Openey 4.4.0 FGSM BIM 2
PyTorch e=0.1



3 289
(r+p) Fu=F,/Cy
T, ( True
Positives) F
3 ( False Negatives) F,
100. 00% 100. 00% 99. 85% . ( False Positives) C, ( Clean
3 MNIST.FMNIST  CI- Examples) .
FARHO0 3.4
3 3
MNIST.FMNIST.CIFARH0 3 3
/% /%
FGSM 100. 00
MNIST ~ LeNetS ~ DDN  100.00  100.00 4~ 5 FGSM.DDN ~ PGD 3
PGD 100. 00
FGSM 100. 00 FMNIST F,
FMNIST ~ CNN DDN  100.00  100.00 999, MNIST 979 .
PGD  100.00 ,
FGSM 100. 00 6 CIFAR40
CIFARH0  ResNet JSMA 99.55 99. 85
BIM 100. 00 BIM. JSMA
F, 98.25% \92.59% .
3.3 F
3
5% FMNIST 0.65%
r p
F, 3 F,
7 Xu Weilin " .Liang Bing
14 F,
F ., ( False Positives Rate) . F, Fopp 2 F,
’ Fopp
r=T,/(T, +F,) p=T,/(T,+F,) F, =2rp/
4 MNIST
./ C,/ Fonl % T,/ P/ /% /% F,/%
FGSM 494 10 000 4.94 10 000 0 100. 00 95.29 97.59
DDN 494 10 000 4.94 9 951 49 99.51 95.27 97.34
PGD 494 10 000 4.94 9 955 45 99.55 95.27 97.36
5 FMNIST
F,/ C,/ Fru/% T,/ F/ /% /% F,/%
FGSM 65 10 000 0.65 10 000 0 100. 00 99.35 99. 68
DDN 65 10 000 0.65 9 951 49 99.51 99. 35 99.43
PGD 65 10 000 0.65 9 955 45 99.55 99. 35 99.45
6 CIFARA0
F,/ C,/ Fonl% T,/ F/ /% /% F /%
BIM 355 10 000 3.55 9 999 1 99.99 96.57 98.25
JSMA 355 10 000 3.55 8 888 1 067 89.28 96. 16 92.59
EAD 355 10 000 3.55 1 186 8 751 11.94 76.96 20.67




1 Szegedy C Zaremba W Sutskever I et al. Intriguing prop—

290 ( ) 2021
7 FMNIST EAD F, 20. 67%
0.65% 3 EAD
99 %
Xu Weilin " \Liang Bin " Liang Bin " 17% BIM.
F, JSMA F, Liang
MNIST F, Bin " JSMA 20.74%
97.59% F, . Xu Weilin "
1%. F 80%
CIFAR-HO
Z
F dl
" DDN PGD FGSM BIM JSMA EAD
12 6.35 96. 89 96. 89 96.71 - - -
MNIST 13 0.79 98.24 98.58 97.42 - - -
4.94 97.34 97.36 97.59 - - -
12 42.49 82.14 82.11 75.74 - - -
FMNIST 13 52.58 70.71 70. 80 51.26 - - -
0.65 99.43 99.45 99. 68 - - -
12 24.04 - 79.07 83.29 85.78
CIFARHO 13 20.58 - 65.95 20.74 81.48
3.55 - 98.25 92.59 20.67
erties of neural networks EB/OL . 20200647 . ht-
tps: //arxiv. org/abs/1312.6199.

2 Kurakin A Goodfellow I Bengio S. Adversarial examples
in the physical world EB/OL . 2020-0647 . https: //
arxiv. org/abs/1607. 02533 v4.

3 Papernot N McDaniel P Jha S et al. The limitations of
deep learning in adversarial settings EB/OL . 2020-06-

4 17 . https: //arxiv. org/abs/1511.07528.

4 Goodfellow I J Shlens J Szegedy C. Explaining and har—
nessing adversarial examples EB/OL . 2020-0647 .
https: //arxiv. org/pdf/1412. 6572. pdf.

5 I

2020 50(9) :12814302.
6
J. : 2010
34(3) :302-307.
7 K
I
2012 36(3) :284-287.

8 Meng Dongyu Chen Hao. Magnet: a two-pronged defense
against adversarial examples EB/OL . 2020-0617 .
https: //arxiv. org/abs/1705. 09064 v2.

9 Metzen ] Jan H Genewein T et al. On detecting adversar—
ial perturbations EB/OL . 2020-0647 . htips: //arx—

5 iv. org/abs/1702. 04267.
10 Hendrycks D Gimpel K. Early methods for detecting ad—

EB/OL . 2020-0647 . https: //arx—

versarial images



291

11

12

14

16

iv. org/pdf/1608. 00530v2. pdf.

Li Xin Li Fuxin. Adversarial examples detection in deep
EB/OL .

2020067 . https: //arxiv. org/abs/1612.07767.

Xu Weilin Evans D Qi Yanjun. Feature squeezing: detec—
ting adversarial examples in deep neural networks EB/
OL . 2020-0647 . https: //arxiv. org/pdf/1704. 01155. pdf.
Liang Bin Li Hongcheng Su Miaogiang et al. Detecting

networks with convolutional filter statistics

adversarial image examples in deep networks with adaptive
noise reduction EB/OL . 2020-06-47 . https: //arxiv.
org/pdf/1705.08378. pdf.

Krizhevsky A Sutskever I Hinton G. Image net classifica—
tion with deep convolutional neural networks J . Commu—
nications of the ACM 2017 60( 6) : 84-90.

Lecun Y Bottou L Bengio Y et al. Gradient-based learn—
ing applied to document recognition
the IEEE 1998 86( 11) :22782324.
Ashmeet Lamba. CNN for Fashion MNIST Dataset

OL . 20200647

J . Proceedings of

EB/
. https: //github. com/ashmeet13/

17

18

19

20

21

FashionMNIST-CNN.

He K Zhang X Ren S et al. Deep residual learning for
2020-0647 . https: //iee—
explore. ieee. org/document/7780459.

Rony J Hafemann L. G Oliveira L. S et al. Decoupling di—

image recognition EB/OL .

rection and norm for efficient gradient-based 12 adversarial
attacks and defenses EB/OL . 20200647 . https: //
arxiv. org/pdf/1811. 09600. pdf.

Madry A Makelov A Schmidt L et al. Towards deep
EB/OL .
20200647 . https: //arxiv. org/pdf/1706. 06083. pdf.

Chen Pinyu Sharma Y Zhang Huan et al. Ead: elastic-net

learning models resistant to adversarial attacks

attacks to deep neural networks via adversarial examples
EB/OL . 2020067 . hitps: //arxiv. org/pdf/1709.

04114. pdf.

Powers D M. Evaluation: from precision recall and F-

measure to ROC informedness markedness and correla—

EB/OL . 2020067 . https: //arxiv. org/abs/

2010. 16061 v1.

tion

The Adversarial Samples Detection with a Binary Discrimination Network

ZENG Lihong ZHANG Wei~ TENG Shaohua
( School of Computers Guangdong University of Technology Guangzhou Guangdong 510006 China)

Abstract: The deep neural network is vulnerable to the attack of adversarial samples that are generated by adding

small but special perturbations to the original datasets resulting in the network model giving error output with high

confidence. Additionally most of the detection methods of adversarial samples need to have many preconditions

when detecting and the whole detection ability is limited. Therefore a binary discrimination network is proposed to

effectively improve the detection rate of the adversarial samples which extracts the main features of the sample data

in the way of multidayer convolution trains the network with different levels of noise data and continuously optimi-

zes the network model with unique discriminant objective function. The model can be directly deployed to the source

data of the target model to detect the presence of adversarial samples and can be used on a large scale by an end-

to-end way. Experimental results show that the detection rate of this model is better than that of other comparison

models.

Key words: binary discrimination network; deep neural network; adversarial samples; detection



