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T2 B 0 265 o P ASE A 28 1 Gl ) 2 . B T T
1) iR 55 ZR A4 1) ( Service Oriented Architecture, SOA )
Web 255 & —lar A& ARHEG | Al 4 i A9 B
MREF AER TR 55 BORME I A A S LS4 T
B E T Z .

S PATHORZ H BT 98z A n] iiE
e A S AEIAEAR. ITARAE 775 AT EAR A B
KIRSHACVI IS —E R (40 SMT | Fuzzing 55)
BEE  IXORHAR = 1 AT S AT R AT IR S S A
54T T B (40 LLVM (KLEE | S2E | SED %) (1) 1}
Y5 RESE T AR, B A5 5 BT R ARAE
R BRIk TR 1R

W F5 B #5:2021-09-12

T HE PR AR AW 2 0.

W RAIE Web Al 55 T 52 55 1E A P 51 1 /2
R IE HAT Web ARG BFFT A 1. Web IR 55
R ) 5 56 IF 2 A 2 TR Web AR 45 17 7E 19 7]
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PR A E AR 5 Radl-WS XF Web fIR 557
SRESE i HIRHIBR SN 1075 20 Web 55 HA6 5564,
TR Y Java FASHEATAT S AT S H0IE.

AR FHRE AL BK Zy 1 7 i % Web ik 55 i 47 45
SPAT SR, TERTIHBT IR EER b R A B
Java fRRSAF 5 HAT, JF4E Radl-WS 55K HLZYxT 1 e
i, JML ( Java Modeling Language ) 757 15 # 25 in A
Java FRASHEATIRAIE. A LA HIE T Eclipse P59 &
HIAF 5 $4T 1. E SED ( Symbolic Execution Debug-
ger) , W SEFRIRIIK B ) Web 3 B BA: iy Java £R
AT 5 AT S5 IE.

1 3 Bkt Web AR SHREIEIRE R TT 5

FLRIOK 5l 2844 MDA ( Model Driven Architecture )

e OMG & SUIY— AN FAF TR R RESRT | LAREAL Yy
Rl B S [ A G A T 37 A DAY | P X A5 7Y
AT S RG k. MDA JF & B2 3 AN F R Z
YN, RGAEAY 55 1 2015 JC AR A ( Computa-
tional Independent Model, CIM) , % 2 JZ2 N F & oK%
#71 ( Platform Independent Model , PIM) |, %5 3 J2 4F
5 A AR ( Platform Specific Model ,PSM) .
FETAAIR B 3 i Bt Web iz 55 158 U 5% 460 A=
WOTER L R ATT B e HACEOILE Y Radl-WS
X Web [l 55 TR EAE IR H5 Radl-WS IR 55 i KA
U R Apla IR 55 BT BERY; Bl Apla R 551501
P PAR T ik B OH SRR 3 2 e e e 4 26
ATPATARES s Jmf T AT AR A de e i 55 3
THREARIIKS Y 3 B B A Oy a1 .

CIM PIIM PS,Ml PS.M2
: FE A
T - —
r I L]
fﬂ&%fm 4
a % R
FLL [em s omgi
1 E TR 3 R R

Hrr Radl-WS Ik 55 75 SRS 2 CIM, Apla ik
SRR N PIM, Z80d PAR 73k K H S H#F &
RANFEHAR ( Apla—Java Apla—C + + 55 ) A= B 7]
PATACHS X I PSMI, £ Ji5 3 %€ 5L 19 ik % WSDL/
RESTful API %})i PSM2.

R T B AL Y AT SRR SRR TR T I AR A
KB 3 B B A AR iy ik i Ak B AR SCRE Web
MR 55 HATAE 5 P T 5 Bk,

2 Java REFSHIT

2.1 FSHIT

FH AT R — MR T AT HOR |l A R T
SRAT BN A DX SR T g AL T A
SPAT TR AR AR BAREAE
. B8 ERAE R T A A W] RE BT AR A A 1 £F
5 B T B R B AR TR T R A LA K
EAYE R ARATE T AT, DI 55 AEAS [R) AR
BN LA P

TS5 AT B2 & — 1 true I false J7 51 seq =
(Py,P, - ,P,) & — " MERH P, = true T3X

R AE AN true, FBIHK false. X0 2 Fr7m B9
RIS FATF S AT, SRR T testme () , FF 5 HUATH
3 4R BRI 3 B AT S AT

1 int twice (int v) |

2 return 2 * v;

3}

4 int testme(int «,int v) |
5 int z =twice(y) ;

6 if(z>x){

7 if(x >y +10)
8 error |

9 %

10 else |

11 return y;
12 %

13 f

14 else

15 |

16 return x ;
17 |

18 |

B2 #HSHITREIKE
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twice (y)

z=2%y

false

ture
2ky>x && ky>x &&
x5y+10 x>y+10

error!

B3 ROIREFRBEHRITR

LLE 2 W AED R 8], 455 AT S 76 4 R b 2 4
2R (0, P M IRE o 0 SRAER T AR
WS R A A5 5B AR P ROR
PRAR S IR AN true. o A P, FEFF S AT R
HORWTEE T, YA S AT ZE R, SR A P, wltnl 15
ST AR A A x oy 8 L5 a
b B FRANE .

(i)o:x—a,y—b, P :true;

(ii) o :0—a,y—b;252b P, :true;

(iii)a’;x—>a,y—>b;z—>2b,PC3 strue \2 * b<a;

(iv)o:x—a,y—b;252b,P; :true N2 % b >a;

(v)o:x—a,y—b;22b,P_:true ANR2=b>a) N
(a<b+10);

(vi)a’;xﬂa,yﬂb;zHZb,Pcb;true ANR2=b>a) N\
(a>b+10).

AT S A P T IE FR A B BRI

B 7 A B AL B 2 T AT AL B AR 5
5 F7 7 R RAE, AT 5 A8 AR AL UG O 2206, 120 HT
SbFRSERE S AT LA A SMT 249 SRR i oK A il A2 B
YR P 1, BRI B AR PAT 13— Ak
DS ). AR %78 ] P B B AR 29 3R P, true A
(2xb>a)N(a>b+10),24 a =30.b =16 B} &
SRR (RIS LA« =30y = 16 /E R Hrr—N
GBI A ) I AT L fid A AR Y A R
2.2 3t Java REBFHFSHIT

SED ( Symbolic Execution Debugger) j& Eclipse
A RIS A S PATIIAE T W L 5
Java G iEFREE Y TS 22 B A S AT A
SED 5% gt I 12 % — A BE € AL 78 A b 0 Bk f
SED 4R HE T —A4~ Java BIFAF ST 18 KeY '
SCRFAT ML BLE R RY Java ARAD. SED ALAT LA
X Java AUBS I H A 5 55 158 5E AL, 30 W] RIEAT: 55 1Y
AR S IERA . A SOl A2 B R4S SED 1E 8
H Zh A S T R B IR S 50 1A R 5 R B P

e 2 i ORI B 4 B Java T LAFRAT AR
i, f /) SED 22 H. AT Z AT IR K4 AT, Anikl 4
FiR, AT LU A sk T B A 0 45 5 5w 5
P 3587 (A% 3 40 BT A6 LR ST RS 43 32 B A — 3K
KB T PUPRCR X LRSI T R IEAR . SED 1)
PSS G 0L AR i A 32 107 1 HL 2 d ]
Sy BT SED AU SRR A SR i 4 v 7 AU o
A SUERH AR,

[ <call self.testme(x, ) >|}—w—
]

I <{call self. twice(v)>

¥

L { <return y*2 as result of twice>

if (x>y+10)

if (z>x)

| y<-10+x

[ y>-11+x |

¥

] []
return 0;}———4 return y;F—————————4:EEE§%§:EZ}———
[]

<{return 0 as

{return y as
result of testme>| |[result of testme)

{return x as
result of testme>

4 Java REBFFSHIT

3 Java KA AL BGIE

3.1 Radl-WS BERIESHE#A IML FiE84
Radl-WS J&7E Radl 155 B3R FP IR,
P R EE TR BORVE B Web AR5 @ B0E S

Radl-WS fRECHLE B # T RUAS FROC 2 L, AR SR AE 5K
PR G — A SR IS0 AN RS T IH BT
45— (sort name) , HiA ALFE 2 /NG
(i) % 44 PAJC ( signature unit ) , HiH 3k 25 44 Kk
X5 (i) S HLETE (axiom unit) , HoiE ke B A T 0h 20
T A A IR A2 S ] BNF 538 Radl-WS {581
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BRI spec Method

<spec unit> i = spec<sort name>

[ extends{ extend sort list) ]

[ imports{ import sort list) ]

(signature unit) ;

[ (axioms unit) |

end-spec.
HHP 2 4 BT ( (signature unit) ) BNF $iRU0°F .

(signature unit) ; ; [ sorts(sort list) ] ;

ops (operation list).

TE Radl-WS %5 24 ¥ 50 ( ( signature unit) ) H1,
B E TS Q Tk i Rk 2R R R B S
H R IT KB IR FRIB AR RS A UL an T

| [ARAEFFAE BT |

QBRI

R IB1RFRIBA

JML 2 —FE A AT e OB =, 2 0
Java Tt B EHIAY. IML 51 ABAL S | 5 90) | /5 5
B U SRR R B S AT O AL B A A IR T
N BN GG b S A AR IR AR U] — D7 Y T
BT RE , A SO B S8

BSK— > RUBCA 1 - 91, i DT iR 4 R
sum_average , 1% J7 75 1 Java fCRS AR ) 2R, HLAR QRS
e 5 .

public int sum_average (int[ | a) |

int sum =0;
for (int i =03i <a.length;i + +) |
sum + =ali];
}

return sum/a. length;

E5 KREBATHEE Java KD

AR Radl-WS X% 5 kA7 L, Hh X%
TG RGBT R 205 ¥ BT P R B SR B A R
25 BIAVE M 7E Radl-WS FLIE AT E W S Q:al =
null IZTIEFEPAT S R G, W e i KFEF o H
INFEE K, H Radl-WS J5 BEWi S R #iid N R.
i=0 && i <#(a);ali]. HHE Radl-WS iFIEHLN],
51A] spec KSR & — 107, AR UL HALTT sort
RECA ISR op Fom HARERAE Ry 45 A5 WK F (ob-
server) ,in /R A, out Fe/nHi . % 5 %A Radl-
WS MK 6 Fiw.

imports ; integer

sort ; array

op:

observer:

sum_average : array—>int
| [in a :array ;out sum:int | \
{Q:a! =null}
{R:i=0 && i <#(a);ali]}

axioms :

end-spec
6 sum_average Radl-WS E R

PLEL 6 R, 44 Radl-WS #2495 46 i IML 771
Ly FAKEAGL BRI

(i) A PRABRIRAT 7 B 4. g L5 X I )
BAVER A PR sum_average 530 1%, Java 05 19 51k 44
sum_average ( J7EAFRAAL)  Radl-WS F#i A in
YE (a:array) FH8, Java I P IS EEIA (ol ])
Horf array—int 378 B RS R R B AL X Java
rh R R IR E L

(i) T i 5 W7 75 e 4. O B 98] X 1oz # 46t , Radl-
WS REHEHRTEWT S Q 5FEWE R 7350 N
JML H#1A] requires 2 ensures. 5 Radl-WS $ifi i )
R A AT & ML 353 A0 0 F R . 7 e v
BT AN S X T W S R A AE AT A R
JE AR [RHE JML A OC 8 10 \ result, H: ' Radl-
WS HLFE T #(a) Fom RKECH A FE X AE ML
T Tength. A5 70 36 B A e, 3= 22 4EAE Radl-
WS H R 5 B A R A 4 AT & IML 15
BRI,

(iii) 5 AL B 7 Sk 3 R IS N & 88 1) normal _
behavior 7R 1EH $UATER 4. S A FROCHHE ] excep-
tional_behavior, M\ aslo F-4f £ J5 & 57 H AL B 43

(iv) HAER 43 14 DG B R] Oy 78 24 o, AR HLAAC
B AT AT A IML LG H R B T

KB 6 19 Radl-WS TR ML IR T e b 3R
HEAT R A5 5 1) IML ARRS AN I&] 7 .

ML 35 5 BRI 5 Radl-WS 17 75 10 SCHEHR
CHI 8 BT 5 ) X 7 B2 e, JHG Al 758 534 J i S ]
JML B 55 B ]

3.2 Xf Java fKEQB1TIGIIE

ARICRHIFF S HATHY A SAL KA T R SED X
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T B, 5 FETRIIKEI ) Web I 55 175007 5 HIE 41

JML 7535 3L 5. 418l 8 Fivos , fdi FH 5 i 32 2 K i
RS T AR IR AN TT | DT PR T AT PR I 2 1Y)
FFSPAT, J7 % indexOf 3R [9]3:f 8 #8452 52 B 7E 245 &
BRG] D Filter AR, A
H 71 accept 1] H JML $5 2. WKL 8 Fr7w , FEXTZ T
TESATRAER AT S AT Ze MU AR AU A
PREEH R A R X R INZ O AT LR

Hi P& 8 RIH 7 if 73 3 20 300 1 0 S B SR A5,
I T A AR A K AR A AR R L AR i
FARAWE R IR B2 § BB, i BN
JENEIRANAL B 33 )ik 4] decreasing array. length — i
AR IBCEL SR BT LT of TR m b i+ + RIAT
W 0 SR ok A 24 ( break | continue T re-
turn) | WPEIRA S BEAN DL OREE, IF HAEIR RS 4k 22
AT UG PRI, 255 IR 9 B,

/ % @ normal _behavior
@ requires a! =null;

@ ensures \result = = (\sum int ;i =0 && i < a.
length;ali]);

@ also

@ exceptional _behavior

@ requires @ = =null;

@ signals_only NullPointerException ;

@ signals ( NullPointerException) true;

@ x/

Public static/ * @ pure @ * /int sum_average (/ *
@ nullable @ * /int[ ] a) {

j

7 sum_average JML 753534

| <call example3 ArrayUtil. indexOf (_array, filter)>

mod:false

invariant 1220 & i<< array. length;
variant: javaSubInt (_array. length, 1)

Body Preserves Invariant:index 1 0<C0
&(index 1 0>-1|i 020 & array. length>i 0)

| index 1<C0 && i<< array. length

| if(_filter.accept (_arrayl[il]))

result O=var.accept (var 1) catch(exc 0)
pre:var. <inv)>

post:var. <inv>&exc_0=null
mod: {}, creates no new objects
termination:diamond

V4 N
[ result 0=TRUE | [ !result O-TRUE ]

[}

| <loop body end> | | <loop body end>

i++;

N

Use Case: (index 1 0<<C0|i 020 & array. length=i 0)
&(index 1 0>-1|i 020 & array. length=i 0)

return 1I;

index 1 0>-1

index 1 0<C0

{ <return i 0 as result of indexOf> F4 <{return i 0 as result of indexOf> P

HERERBATERRIERY

[ 8
K 8 FFE AR AT
public class ArrayUtil |
/ * @ normal_behavior
@ requires \invariant_for( filter) ;
@ x/
public static int / * @ strictly_pure @ * / indexOf
( Object] ] array,
Filter filter) |

int index = —1;

int i =0;
/% @ loop _invariant i = 0 && i < array.
length;
@ decreasing array. length —i;
@ assignable \strictly_nothing;
@ */
while (index <0 && i < array. length) {
if (filter. accept(array[i])) |

index =i;
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f / * @ normal_behavior
else | @ requires true;
I+ +; @ ensures true;
} @ */
| public boolean / * @ strictly_pure @ * / ac-
return i; cept(/ * @ nullable @ * / Object object) ;
} |
public static interface Filter | .

[

| <call example3 ArrayUtil.indexOf(iarray,ifilter)>}

invariant 1220 & i<< array. length;
variant: javaSubInt (_array. length, 1)

mod: false
AN
Body Preserves Invariant:index 1 0<C0 Use Case: (index 1 0<C0|i 0=0 & array. length=1i 0)
&(index 1 0>-1|i 020 & array. length>i 0) &(index 1 0>-1|i 020 & array. length=i 0)

I

| index 1<C0 && i<< array. length

return 1I;

| if (_filter.accept( arrayl[i])) | index_1_0>-1

index 1 0<C0

result O=var.accept (var 1) catch(exc 0)
pre:var. <inv>

post:var. <inv>&exc_0=null
mod: {}, creates no new objects
termination:diamond

| break_O=true; | | <{loop body end> |

4 <{return i_0 as result of index0f> I{ <{return i_0 as result of index0f> I{ <{return i_0 as result of index0f> F

B9 (EMURMIER I
K9 MR RET ., if (filter. accept(array[i])) |

'result O=TRUE

public class ArrayUtil | index = i;

/ % @ normal_behavior break ;

@ requires \invariant_for( filter) ; |

@ */ else |

public static int / * @ strictly_pure @ * / i+ +;
indexOf( Object[ | array, }

Filter filter) { }

int index = —1; return i

int i =0, |

/ % @ loop_invariant i =0 && i< array. public static interface Filter |
length ; / # @ normal_behavior

@ decreasing array. length —1; @ requires true;

@ assignable \strictly_nothing; @ ensures true;

@ *x/ @ */

while (index <0 && i < array. length) { public boolean / * @ strictly _pure @ */
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accept(/ * @ nullable @ * / Object object) ;
}

}

i 2 5 32 ] % b SR AU S 4E sum_aver-
age JTIRAYEE , MR 45 Radl-WS 5% 34 5l i) IML J7
/ziiﬂé/] ,1§FH test IEIQ%GIQEWTZ?T% ,iﬂ:ﬁﬁgﬁiﬁsum_
average J7 I R IEHG. HiA  FEE AT S AT T R
XPZ 5 AT SR I, 75 B AT 5 P T e I rh

BERETT D7k e B PAT I BRI A 2 A9 5k
Aol B R A A B AT A T RE T sum_average
BB A R A A 10 PR,

FEAF ST B0 S e v, o AR A i b B
TSR MIAAR Y B 7 A RN IR . B4R
VEL BRI bR & XS WSCHRL 15 ], 718 10 A
PATR B — T R B S8 LA, XU 7
LR IE, Bk h).

I <{call self. test(a)> I

]

pre:a=null|!a=null
post (a=null
-> lexc_0O=null

TRUE

result O=sum averge(a) catch(exc 0)

& java.lang NullPointerException::instance(exc 0)=

& (ta=null
-> result_0=
javaCastnt (sum{int 1;} (if(int 1)
- &(i=0
MC & 1
<Za. length
& int (1))
\then (TRUE)
\else (FALSE)
alil))
& exc 0=null)
mod: {}
termination:diamond
| Post (sum _average) :! a=null & exc O=numm | | Exceptional Post (sum average):a=null & !exc O=null
¥ v
—————————————+ <{return of test> I I <{throw java.lang. Throwable> F————————————
] ¥
‘ <{uncaught java. lang. Throwable> ‘

E 10
4 ZEf.PayPal Web iR %

4.1 BRFLFRRE

LA PayPal Web iz 55 4y 5 53 51l %ot 5 41 485 5 Il
55 AR, L e i 5 AR AR 2 AR ASE R . AR SR
TAERIIRS Y 3 B BE 7 k5T Java RS 5 AT 5
SR, 23 5% PayPal ZUHE A 5 ik 55 B R 4745 5
PATHBIE

HJEXT Web Ik 55 #4775 2K 43 #7, IF4f H] Radl-

sum_average 77 &S A WIE AT

WS i H I AT R AR FER BN s, B4
PEA A M PR CRUD JRE I, Hri createRecord |, 75 ifi
findRecordBykey A B 1 updateRecord 45 1 il i
deletRecord. *& X T 28 55 1C 5¢ 2 TransRecord FllH /7
NAF B L H PayerInfoType.

A1 ik 55 LAY 4U 5 setExpressCheckout Ji 3l 45
AL 5 % | getExpressCheckoutDetail 3K H3E 7 {5
B doExpresssCheckout 57 4% &l 5E W, 2C 5. PayPal
Web 55l 55 BARTAHIINE 11 Frs.

setExpress
Checkout

Approve payment

getExpress
CheckoutDerails

doExpress
Checkout

Disapprove payment

Failure

|

11 PayPal fR&ERRRE

YT TERT it I 7 ) K a5 SEA, X 22

Jii 8] setExpressCheckout A% 45, -1 [A] Bsf [] 4> FiL(H.
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IRJE B W BRA T A5 . o P e A 3, Ul
W H getExpressCheckoutDetail I 55, iR [ 3£ J5 H 7
B P AR A, WSS RO 55 1 TR o
TR SERCE AT, P doExpresssCheckout IS5, BE
BARA, ST .
4.2 FSHIT
4.2.1 BABERFSTHAT TEBAIIKENE Web iz
G 3 B R 5 10 A A AL | AR S
XF 3 BB A Y Java T ST AR #4700
BE. 735 KRS T 15 il 5 45 78 2 AT T R AT A+
ST B ARG B 5 45 R A IE A . Hhy TR
JECEAL, e AAR SCAM S A R v e 6 HL v g — A T
% (#9f] findRecordBykey ) #4175 $417. findRe-
cordBykey 7719 Java fARS 41T .

publicstatic/ * @ pure @ * /TransRecord / * @
pure @ * /findRecordByKey (/ * @ nullable @ * /
String token) |

TransRecord rec = newTransRecord( ) ;

/ % @ loop_invariant { =0 && i < transEntity.
length ;

@ decreases (transEntity. length — 1) ;

@ assignable 1;

@ */

for (int i =0; i < transEntity. length;i + + ) {

if(token = = transEntity. [1]. getToken( ) )

{

rec. setToken (transEntity. [ i ]. getToken( ) ) ;

rec. setTransAmount ( transEntity. [ i ]. getTrans-
Amount( ) ) ;

rec. setPaymentStatus ( transEntity. [ i ]. getPay-
mentStatus( ) ) ;

rec. setPayerInfo ( transEntity. [ i ]. getPayerInfo
()3

returnrec ;

|

|

returnnull ;

b,

S PATIE SAFER A SO R PRI AL B, 4n
EACE RS 2 ~ 4 A7 AEAT S AT IR I E P e 4
EFEAR A AL K. X findRecordBykey 77 3% 47 5 $4
17, 85 R 12 Pros.

¥
(——————4 for (int i:0;i<itransEntity.1ength;i++)|
int i=0; FJ

invariant:iz20 & i<<V2 No_nul_SED. PayPalDM. transEntity. length;
variant: javaSubInt (V2 No nul SED. PayPalDM. transEntity. length, 1)
mod: {}

¥

Body Preserves Invariant: (V2 No nul SED PayPalDM transEntity 3. length<C0

=TRUE)

|1 0=0

[1V2 No nul SED PayPalDM transEntity 5
=V2 No nul SED PayPalDM transEntity 3
|1 (V2 No nul SED PayPalDM_transEntity 3=null
|V2 No nul SED PayPalDM transEntity 3.<created>

[1V2 No_nul SED. PayPalDM. transEntity
=V2 No nul SED PayPalDM transEntity 3

&V2 No nul SED PayPalDM transEntity 3. length>1i 0)
&(1V2 No nul SED PayPalDM transEntity 3=null

[1V2 No nul SED.PayPalDM. transEntity=null

[1V2 No null SED PayPalDM_transEntity 4=null)

/
[ 1V2 No nul SED.PayPalDM. transEntity=null |
~
————————{ if (token l1=transEntity[i]. getToken())
]

[ !V2 No nul SED.PayPalDM. transEntity[i 0]=null |

]
r—————{ <{call t 3.getToken()> P————————————W
Y

~
[ V2 No_nul_SED. PayPalDM. transEntity=null

[ i<transEntity.length |

12 findRecordBykey 5517

ZOREF RS A7 T PATRIBR A SCRUIBOG
SR S . AT AT RS TS SRE m AR R Hoy
5 Hr e AR R, 45 R 2B findRecordBykey
PATEE R . AR B HoA ) ik R AT A
PAT IR, 33X 2 Y AR S 28 ) B00HI A5 AL AR -5 A 7
.

4.2.2 MRABEEIFS AT EHIEBANIE, [
P R] AT 5 PRAT S il 55 A6 28 0 3. AR Sk BCAE i
F AT ) setExpressCheckout A 55 4 5 $ 7 3L
2T Java (SRS UNT .

public static/ * @ pure @ * / String setExpress-
Checkout(/ # @ nullable @ * /intpaymentAmount ) |
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ppdm. createRecord(rec) ;

return rec. getToken( ) H

.
U1 738 Java FRTSETT45 BAAAT (WL 13)

| ppdm.createRecord(rec):|

| <call V2 No_nul_ SED. PayPalDM. createRecord(rec)>
[]
Invariant:i=20 & i<<V2_No_nul_SED. PayPalDM. transEntity. length;

variant: javaSubInt (V2 No nul SED. PayPalDM. transEntity. length, 1)
Mod: {}

[
Body Preserves Invariant: (V2 No nul SED PayPalDM transEntity 2. length<C0

=TRUE)

|1 0=0

|1 (V2 No nul SED PayPalDM transEntity 2=null
[V2 No_nul SED PayPalDM transEntity 2.<created>

[1V2 No nul SED.PayPalDM. transEntity
=V2 No nul SED PayPalDM transEntity 2

& V2 No nul SED PayPalDM transEntity 2. length>i 0)
&(1V2 No nul SED PayPalDM transEntity 2=null
[1V2 No _nul SED. PayPalDM. transEntity=null)

=
[!V2_No_nul_SED. PayPalDM. transEntity=null]

N
[V2_No_nul_SED. PayPalDM. transEntity=null

B 13 setExpressCheckout fF SH1T

WIS BT B 50T DL 7 R T
B

B AR 5 Rk 55 BT S5 BT Y IE SR P T, X
TR B 5 AT ).
4.3 X IEIE
4.3.1 HFEHBEAE RS Radl-WS I, XF %
SR AR Y A R ST SO B A5 A AT A
R T RS 1 Java ACAS R4 TE AR R, AR SO
Radl-WS 7R R4 AL IML 77 1322 ¥ ML J7
EFAMA Java A0 IF 5600, DL A 8 4E 4],
Radl-WS fUASUNT .
Hor type BEIAE S, E LT 2 Midsk KA %
FLLIFIAE 45 4 PayPalDM) .

type TransRecord = record

token ; string ;
transAmount ; real ;
payerlnfo ; PayerInfoType ;
paymentStatus: { Processed, Inprogress, De-
nied | ;
end
type PayerInfoType = record
age :integer;
name ; string;
sex : string ;
shipping address ; string ;
email ; string ;
end

spec PayPalDM

Imports ; TransRecord , PayerInfoType
sorts :
transEntity : set ( TransRecord ) ;
ops:
observer:
findRecordBykey : string — table ( Tran-
sRecord )

| [ in key:string;out result. transEntity ; table

( TransRecord ) ] |
{Q:true|
{ R :result. transEntity =
I1 { token , transAmount , payerInfo, payment-
Status| o { this. token = key| ( this. transEntity) |
axioms:
end-spec.
Radl-WS ZRGE 5 HeAf iy IML J5 i 240
.
/ * @ mnormal_behavior
@ requirestransEntity | =null;
@ ensures ( \exists int ;0 <i && i <

transEntity. length; transEntity [ i ]. getToken

() = =token) ;

@ also

@ exceptional _behavior

@ requires transEntity = = null;

@ signals_only NullPointerException
@ signals ( NullPointerException) true;
@ =/
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public static TransRecord / * @ pure @ */
findRecordByKey(/ # @ nullable @ * / String token)

i

AR LA W ERAE R 451, 6P BCHE R Y findRe-
cordBykey A IHRAESATIGUE , B0k 45 S 1 404 T4 40
Kl 14 .

CBtart>

I {call self.test findRecordByKey (token)> I

- =null
ﬁé ->'exc_0=null

TRUE)

null
\exists int 1;
(0<1
& 1

& inInt (i)

=token)
& !result 1=null
& exc 0=null
mod: {}
termination:diamond

[]
result 1=findRecordByKey (token) catch (exc 0)
pre:V2 No nul SED. PayPalDM. transEntity=null
[1V2 No nul SED.PayPalDM. transEntity=null
post: (V2 No nul SED.PayPalDM. transEntity@heapBefore findRecordByKey 0

& java. lang. NullPointerException::instance(exc 0)=

&(1V2 No nul SED.PayPalDM. transEntity@heapBefore finRecordByKey 0=

<V2 No nul SED.PayPalDM. transEntity. length

& V2 No nul SED. PayPalDM. transEntity[i]. getToken()

e

Post (findRecordByKey) :exe_0=null

&!V2_No_nul_SED. PayPalDM. transEntity@heapBefore_findRecordByKey
=null

return ture;

Exceptional Post(findRecordByKey) :!exc_0=null
& V2_No_nul_SED. PayPalDM. transEntity@heapBefore_findRecordByKey
=null

Post (getToken) :exc_l=null
&!V2_No_nul_SED. PayPalDM. transEntity[7 0]=null

Exceptional Post(getToken):!exc_1=null
& !'V2_No_nul_SED.PayPalDM. transEntity[i_0]=null

¥

—| <return TRUE as result of test_findRecordByKey> |—| <return TRUE as result of test_findRecordByKey> |—| {throw java. lang. Throwable> l—

[ <uncaught java.lang. Throwable> |

& 14 findRecordBykey 77 3% 22 A IGiF H1THT

MIEN 14 FTLAFE Y 32070k 04— 9 R BT AR 1Y

R L. X W PRAT i), BRI T7 4 4 1E
1. A1, R WA B R vh i — AN A R A AT 5
E, ¥ IIHAAT , PayPal SUHEAA B0IF AL 2.
4.3.2 MABAIE  SETHIIRSIN Web 55
AR XS A Y 56 0E T LA R0 R 55 45 B kA 7
BOE. R, 4] Radl-WS 2 55l ARE 5, SCHk ALY
W,

setExpressCheckout ; real—string

| [ in sPaymentAmount :real ;out result:string; ] |

{Q:truef

{ R: rec. token # null /A ppdm. findRecord-
ByKey ( rec. token) = null}

{ R:1ec. payerInfo 7 null A rec. transAmount =
sPaymentAmount /\ result = rec. token |

| R :rec. paymentStatus = InProgress |

{ R:ppdm’ = ppdm. createRecord(rec) | .

i RS iR B LA ST LA setExpressCheck-
out [ 55 A IR UL X e 55 A5 B B S ALE. 15 Y5 Ra-
d1-W'S T AR AL i) ML D7 85 R 2 A

/ % @ modifiesrec, URL, ppdm;
@ requiresURL! = null && URL = =
Checkout_URL;
@ ensures(rec. getToken( ) | =null) &&@
(\old ( ppdm ). findRecordByKey ( rec. get-
Token()) = =null) ;

@ ensuresrec. getPayerlnfo( ) | =null &&
rec. getTransAmount () = = \old ( paymentA-
mount ) ;

@ ensures ( URL = = success_URL &&rec.
getPaymentStatus( ) = =" InProgress" ) | |

@ (URL = = cancel _URL && rec. getPay-
mentStatus( ) = =" Denied" ) ;

ensures \old( ppdm) . createRecord (rec) ;
ensures \result = =rec. getToken( ) ;

also

requires URL = =null;

signals_only NullPointerException ;

@
@
@
@ exceptional_behavior
@
@
@

signals ( NullPointerException) true;
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@ */
public String setExpressCheckout ( int sPay-

mentAmount) { | .

SRJE i A Sh Ak T HX R 55 U Y ik S 2y it
FTEE , 2 55 A R BG R4 SR A PRA TR ST 15 iz

15 setExpressCheckout 75 3% 22 938 F H14T#HF

TR B /s J7 ik AE SR B I 2 HE 2
T RTETTRER. [ 15 BB AT HEROR, AT
PAMZEM fUZES H b & 205 a1 s
PRI AR BRAE ER. IXRBIAAT ), RINZ 56 224
TER. (TR B 7 32T A e 55 B R A T B8
PAT S5 R N, X R PayPal Iz 55 55 84 45 Uk
J.

5 BREERE

BT R AR BT ST, AR SCHR ) — 5 T A R
YRBNHY Web 55 455 AT 58 UEJr ik, %05 HE 20
ST RIS 3 B B A i Java AU HEAT A
S HATINK S L. A SCHR T a8 FAT S AT 107
X Web [l 55 D) RE 1E 8 £ 247 ik, HF R A% T
Eclipsef- 5397 Ji 49 58 B3 U5 PAT 981 4% SED, fiff
M E S THX S5 RAG Y, 20 T Web IR 55T A 1Y
ATEETE.

i PayPal SIS /R AT A O SEBRRCR.

JeXt 3 B Bl i RO 5 R o5 BB Y Java
AR AT A5 AT 5 A2 I AAT IR, £E Radl-WS fijt
S5 RRIETR F RO BEAN I B Radl-WS i 5 34 175 5K
BRI ML 715322 R Java 108
I R AR Y K i 55 A5 R AT SR ik 78 A Bl AL T
HBSCRE T B 1 5 ik 55 B 475 087 5 3
UEXI R, X U2 T A7 3 AT AE.

HTARSCTA 3 Br B 22 slr ik ik
IR Y R EIXT Web 255 41 & RIS 5k, DL K%
15 Web I35 240 & RO ERE L 1 nT 52 5) ik 55, 36 ik nl
Lo Web 55 416 AL S IE# 1.
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The Web Service Symbolic Execution and Verification Based on Model-Driven

WANG Changjing'>, CHEN Xi' , DING Xilong' ,LUO Haimei’,ZUO Zhengkang'*
(1. College of Computer Information Engineering, Jiangxi Normal University, Nanchang Jiangxi 330022, China;
2. Management Science and Engineering Research Center, Jiangxi Normal University , Nanchang Jiangxi 330022, China;
3. College of Physics and Communication Electronics, Jiangxi Normal University , Nanchang Jiangxi 330022 , China)

Abstract: Web service testing and verification are the keys to ensuring the correct function of Web services. Most
current research on Web services cannot traverse the program path exhaustively,and cannot guarantee the complete-
ness of the analysis. For this problem,the symbolic execution and formal verification are performed on the Java code
generated by the conversion based on the previous model-driven three-stage Web service model conversion genera-
tion method. The symbolic execution method can analyze all paths of program running, provide test cases with high
coverage for program testing and trigger deep program errors. Furthermore ,the JML method contract is added to the
Java code to verify the Web service. In the PayPal Web service case,the model-driven method is adopted to generate
Java code from Web service model transformation generation method, and the automated tools are used to perform
symbolic execution of the Java code. In addition, the Radl-WS service modeling Language is transformed into JML
method contracts and the formal validation of Java code is performed. Symbolic execution and verification methods
ensure the correctness and credibility of the generated Java code and improve the degree of automation.

Key words: Web service ; Radl-WS; Java ; symbolic execution ; verification
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