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; highestBidder = msg. sender;
UPPAAL highestBid = msg. value; } }.
2
1 2.1 UPPAAL
- UPPAAL "
13 Solidity
(EVM) . Solidity
contract contract )
UPPAAL
; struct i
EVM ( computing tree logic CTL)
event ; function )
UPPAAL CTL
. BNF
function functionName (  datatype dataName ) Prop::A - pld OplE plE Oplp imply ¢
external /internal payable  modifierName( ) re— 4 p
turns( datatype) piA Op 1
{} piE p 1
datatype dataName returns pE Op 1
. ex— 1 pip imply ¢
ternal / internal external p q
internal 2.2
. payable . modifer— 1 6
Name( ) (L1, X CIE). L :
) ; C
constructor( ) bid() . B(C) ]
pragma solidity 0. 8. 4; ECLxY xB(C) x2°xL
contract SimpleAuction { 2
address payable public beneficiary; T=(Ss, —).SCLxZ"
/1l
uint public auctionEndTime; // 50 = (Lo uo) i CSx{zZUX} x$
address public highestBidder; // 2=0.
uint public highestBid; //
mapping( address =uint) pendingReturns; A=(L I'!Y CI E) IL,=(0 0
constructor( uint biddingTime address payable be— ) I i) _ /”\ (L)
neficiaryAddress) {// i=1
beneficiary = beneficiaryAddress; c
auctionEndTime = block. timestamp + bidding— T=18 s 7H>' SC (L x
Time; } LyxxL,) xZ° vso = (1o u)
function bid() external payable { // ;—CS xS
require( block. timestamp > auctionEndTime) ; 1
require( msg. value <highestBid) Lamp
if (highestBid ! =0) ; User
pendingReturns highestBidder + = highestBid,; 3  off( ) Jow
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UPPAAL A not deadlock. UPPAAL A Onot Bid. bided.
2) 3)
contract_balance account_balance UPPAAL A <>PendingReturns msg_
sender = =0.
sum.
UPPAAL A sum( i id) account_ 4
balance( i) + contract_balance = = sum.
3) 4.1
contract_balance
UPPAAL A (time > auctionEnd) D
imply contract_balance D
3.2
AddSeller( )
6( p WhitelistAddress( )
AddProduct( )
. BuyContent( )
&
v 4.2
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UPPAAL
UPPAAL A AuctionEnd. ended.
2) 2 ~ 6 System

2 System
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3 “
/S ”
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72.318 “ ”
0.001 1
0.001
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A not deadlock T
race
/kernel / 1116.61 s/0.109 s/116.902 s. -
/ 1460 576 kB/932 964 kB. (1dle Begin Idle Idlc)
System
A admin= =1 (Idle Initial Idle Idle Idle)
Ikemel  / £72.125 $/0.172 $/72.318 s. System 1
/ 1460 776 kB/934 884 kB. (1dle Ready Idle Idle Idle)
addSeller: System—AddSeller
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The Formal Verification Method for
Smart Contract Properties Based on UPPAAL
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( 1. School of Computer and Information Engineering Jiangxi Normal University Nanchang Jiangxi 330022 China;
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Abstract: Aiming at the problem of smart contract property verification the formal verification method of smart con—
tract properties based on UPPAAL is proposed in this paper. The operational semantics of Solidity basic statements
and its transformation to time automata are defined and smart contracts are transformed into time automata network
models. The properties of smart contracts include safety and activity. The common security and activity of smart con—
tracts are defined and described. The model checking tool UPPAAL is used to verify the properties of smart con—
tracts. The shopping contract is modeled and verified which proves the effectiveness of the proposed method.

Key words: smart contracts; UPPAAL; time automata; safety; activity ( : )



